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~ The MAILING DATE of this communication appears on the cover sheet with the correspondence address- 
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1 308. 

1 . This communication is responsive to 08/28/2009 . 

2. ^ The allowed claim(s) is/are 1-2. 6-15. 26-30. 33-40. and 42-50: renumbered as 1-34 . 

3. □ Acknowledgment is madeof a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a) □ All b) □ Some* c) □ None of the: 

1 . □ Certified copies of the priority documents have been received. 

2. □ Certified copies of the priority documents have been received in Application No. . 

3. □ Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 
* Certified copies not received: . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

4. □ A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF 

INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient. 

5. □ CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 

(a) □ including changes required by the Notice of Draftsperson's Patent Drawing Review ( PTO-948) attached 

1 ) □ hereto or 2) □ to Paper No./Mail Date . 

(b) □ including changes required by the attached Examiner's Amendment / Comment or in the Office action of 

Paper No./Mail Date . 

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of 
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d). 

6. □ DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 

attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 
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Paper No./Mail Date 
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/Mohammad W Reza/ 
Examiner, Art Unit 2436 



5. □ Notice of Informal Patent Application 
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Paper No./Mail Date . 

7. M Examiner's Amendment/Comment 

8. 13 Examiner's Statement of Reasons for Allowance 
9. □ Other . 
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DETAILED ACTION 

1 . This office correspondence is response to the applicant's after response filed on 
08/29/2009. 

EXAMINER'S AMENDMENT 

2. An examiner's amendment to the record appears below. Should the changes 
and/or additions be unacceptable to applicant, an amendment may be filed as provided 
by 37 CFR 1 .312. To ensure consideration of such an amendment, it MUST be 
submitted no later than the payment of the issue fee. 

Applicant's representative, Kevin A Brown (Reg. No. 56,303), and examiner 
arranged a telephone interview on October 22, 2009 and the interview agenda was to 
reach an agreement of allowance of claims with examiner amendment would make to 
these claims as follows: 

In the claims: 

Claims have been rewritten as follows: 
1 . (Currently Amended) A method, comprising: including st e ps of 

importin g, by a processor, a media stream having an encrypted portion , having a portion 
encoded in accordanc e with a first digital cont e nt format, wh e r e in at l e ast a subs e t of said portion 

is e ncrypted ; 

decrypting said encrypted subset of said portion; 

encoding said media stream into digital content, in accordanc e with a s e cond digital 
cont e nt format, wherein said encoding comprises: 
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encrypting a portion of that digital content, less than the entire digital content, the 
portion of the digital content that is encrypted being required for presentation of the 
media strea m, said encrypting comprising: [[:]] 

encrypting at least some audio or video data using a block-substitution 

cipher; 



not encrypting at least some audio or video data using that block- 
substitution cipher: 

identifying a first set of data and a second set of data in the digital content; 

and 

encrypting the first set of data and the second set of data, such that the first 
set of data can be made available to a first set of users and the second set of data 
can be made available to a second set of users, the first set of users being 
distinguishable from the second set of users; and 
not encrypting a portion of that digital content, less than the entire digital content, the 
portion of the digital content that is not encrypted being necessary suffici e nt for conducting 
navigation operations on, without decrypting, the media stream represented by the digital 
content. 

2. (Original) A method as in claim 1, wherein 

said steps of encoding provide an MPEG encoding of at least some video data. 



3. (Cancelled) 
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4. (Cancelled) 

5. (Cancelled) 

6. (Currently Amended) A method as in claim 1, wherein said stops of encrypting said portion 
further comprises: 

refraining from encrypting formatting information. 

7. (Currently Amended) A method as in claim 1, wherein said second digital content format 
includes at least some audio or video data and at least some formatting information. 

8. (Previously Presented) A method as in claim 1, wherein 

the digital content includes a set of layers, each relatively higher-level layer representing 
an absfraction for which each relatively lower-level layer represents an implementation thereof; 

a first set of relatively higher-level layers represent audio or video information for the 
media stream, while a second set of relatively lower-level layers represent techniques by which 
that information is formatted or supplemented; and 

the step of encrypting is applied only to that portion of the digital content representing 
audio and video information. 

9. (Previously Presented) A method as in claim 1, wherein 
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the digital content includes a set of layers, each relatively higher-level layer representing 
an abstraction for which each relatively lower-level layer represents an implementation thereof; 

a first set of relatively higher-level layers represent audio or video information for the 
media stream, while a second set of relatively lower-level layers represent techniques by which 
that information is broken into packets, indexed, multiplexed, or supplemented with metadata; 
and 

the step of encrypting is applied only to that portion of the digital content representing 
audio and video information. 

10. (Previously Presented) A method as in claim 1, wherein 

the digital content includes a set of layers, each relatively higher-level layer representing 
an abstraction for which each relatively lower-level layer represents an implementation thereof; 

a first set of relatively higher-level layers represent audio and video information for the 
media stream, while a second set of relatively lower-level layers represent techniques by which 
that information is broken into packets, indexed, multiplexed, or supplemented with metadata; 
and 

the step of encrypting is not applied to that portion of the digital content representing 
other than audio and video information. 

11. (Previously Presented) A method as in claim 1, wherein the media stream includes at least 
one of still media, an illustration. 
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12. (Previously Presented) A method as in claim 1, including steps of selecting that portion of the 
digital content for encryption so there is no substantial change in distribution of that digital 
content. 

13. (Original) A method as in claim 12, wherein said steps of selecting include ensuring there is 
no substantial change in packetization of a set of digital data in that digital content. 

14. (Original) A method as in claim 12, wherein said steps of selecting include ensuring there is 
no substantial change in synchronization of audio with video portions of the media stream. 

15. (Original) A method as in claim 12, wherein said steps of selecting include ensuring there is 
no substantial change in length of at least some identifiable audio or video data in that digital 
content. 

16. (Cancelled) 

17. (Cancelled) 

18. (Cancelled) 



19. (Cancelled) 
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20. (Cancelled) 

21. (Cancelled) 

22. (Cancelled) 

23. (Cancelled) 

24. (Cancelled) 

25. (Cancelled) 

26. (Currently Amended) A method, comprising: including stops of 

importing , by a processor, a media stream having an encrypted portion; 
decrypting said encrypted portion; 

encoding said media stream into [[a]] digital content format , that digital content format 
having a set of information nodes, those information nodes being disposed in at least a partial 
ordering, said encoding comprising: 

encrypting a portion of that digital content, the portion being encrypted less than 

the entire digital content format r e pr e s e nting that m e dia str e am , the portion of the digital 

content that is encrypted being required for presentation of the media strea m, said 

encrvpting comprising: rr:11 
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encrypting at least some audio or video data using a block-substitution 

cipher; 

not encrypting at least some audio or video data using that block- 
substitution cipher: 

identifying a first set of data and a second set of data in the digital content; 

and 

encrypting the first set of data and the second set of data, such that the first 
set of data can be made available to a first set of users and the second set of data 

can be made available to a second set of users, the first set of users being 
distinguishable from the second set of users; and 

wherein an [[the]] unencrypted portion of that digital content is substantially 
closed in a direction under that partial ordering, whereby it is possible to navigate the 
encrypted portion of that digital content without having to decrypt it. 

27. (Previously Presented) A method as in claim 1, wherein those navigation operations include 
at least one of: a rewind operation, a fast forward operation, a movement operation to a selected 
location within the digital content, a pause operation, a halt operation. 

28. (Previously Presented) A method as in claim 1, wherein the encrypted version of that digital 
content is substantially unchanged in formatting parameters fi-om an unencrypted version of that 
digital content. 
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29. (Currently Amended) A method as in claim 1, further comprising: including steps of 

encrypting substantially all of that digital content using an encryption approach second 
stops of encryption, thoso second stops of encryption being relatively less secure than said those 
stops of encrypting said [[a]] portion of that digital content. 

30. (Currently Amended) A method as in claim 1, wherein said those steps of encrypting said 
only a portion fiirther comprises: include stops of 

encrypting only packet payloads when said second digital content format is one of the 
group: an MPEG encoding, a variant of an MPEG encoding. 

31. (Cancelled) 

32. (Cancelled) 

33. (Currently Amended) A method as in claim i [[32]], wherein said thos e st e ps of decrypting 
comprises only a portion of that digital cont e nt includ e st e ps of decrypting only formatting 
information within that digital content. 

34. (Currently Amended) A method as in claim I [[32]], wherein said those steps of not 
decrj^ting comprises a portion of that digital cont e nt includ e st e ps of not decrypting metadata. 
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35. (Currently Amended) A method as in claim 1 [[32]], wherein said those steps of not 
decrypting comprises a portion of that digital content include stops of not decrypting data 
necessary and sufficient for browsing or searching within a library of files. 

36. (Currently Amended) A method as in claim 26, fiirther comprising: including steps of 

encrypting substantially all of that digital content using an encryption approach second 
steps of encryption, those second steps of encryption being relatively less secure than said those 
steps of encrypting said [[a]] portion of that digital content. 

37. (Previously Presented) A method as in claim 26, wherein the encrypted version of that digital 
content is substantially unchanged in formatting parameters fi-om an unencrypted version of that 
digital content. 

38. (Previously Presented) A method as in claim 26, wherein those navigation operations include 
at least one of: a rewind operation, a fast forward operation, a movement operation to a selected 
location within the digital content, a pause operation, a halt operation. 

39. (Currently Amended) A method as in claim 26, wherein said thos e st e ps of encrypting said 
[[a]] portion further comprises: include steps of 

encrj^ting only packet payloads when the digital content format is one of the group: an 
MPEG encoding, a variant of an MPEG encoding. 
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40. (Currently Amended) A computer-readable storage medium having computer-executable 
instructions for performing steps comprising: 

importin g, by a processor, a media stream having an encrypted portion; 

decrypting said encrypted portion; 

encoding said media stream into a digital content format representing that media stream, 
said encoding comprising: 

encrypting a portion of that digital content, less than the entire digital content 
format roprosonting that media stream , the portion of the digital content that is encrypted 
being required for presentation of the media stream , said encrypting comprising: [[;]] 
encrypting at least some audio or video data using a block-substitution 

cipher; 

not encrypting at least some audio or video data using that block- 
substitution cipher: 

identifying a first set of data and a second set of data in the digital content; 

and 

encrypting the first set of data and the second set of data, such that the first 
set of data can be made available to a first set of users and the second set of data 
can be made available to a second set of users, the first set of users being 
distinguishable from the second set of users; and 
wherein a portion of that digital content, less than the entire digital content format r e pr e s e nting 
that m e dia str e am , is not encrypted, the portion of the digital content that is not encrypted being 
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necessary sufficiont for conducting navigation operations on, without decrypting, the media 
stream represented by the digital content. 

41. (Cancelled) 

42. (Previously Presented) A computer-readable storage medium as in claim 40, wherein said 
encrypting comprises refraining from encrypting formatting information. 

43. (Previously Presented) A computer-readable storage medium as in claim 40, wherein the 
media stream includes at least one of: still media, an illustration. 

44. (Previously Presented) A computer-readable storage medium as in claim 40, ftirther 
comprising: 

selecting that portion of the digital content for encryption so there is no substantial 
change in distribution of that digital content. 

45. (Previously Presented) A computer-readable storage medium as in claim 44, ftirther 

comprising: 

ensuring there is no substantial change in packetization of a set of digital data in that 
digital content. 
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46. (Previously Presented) A computer-readable storage medium as in claim 44, further 
comprising: 

ensuring there is no substantial change in synchronization of audio with video portions of 
the media stream. 

47. (Previously Presented) A computer-readable storage medium as in claim 44, further 
comprising: 

ensuring there is no substantial change in length of at least some identifiable audio or 
video data in that digital content. 

48. (Currently Amended) A computer-readable storage medium having computer-executable 
instructions for performing steps comprising: 

importing , by a processor, a media stream having an encrypted portion; 
decrypting said encrypted portion; 

encoding said media stream into [[a]] digital content format r e pr e s e nting that m e dia 
str e am , that digital content format having a set of information nodes, those information nodes 
being disposed in at least a partial ordering; 

encrypting a portion of that digital content, the portion being encrypted less than the 
entire digital content format representing that media stream, the portion of the digital content that 
is encrypted being required for presentation of the media strea m, said encrypting comprising: rr;11 
encrypting at least some audio or video data using a block-substitution cipher; 
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not encrypting at least some audio or video data using that block-substitution 

cipher; 

identifying a first set of data and a second set of data in the digital content; and 
encrypting the first set of data and the second set of data, such that the first set of 
data can be made available to a first set of users and the second set of data can be made 
available to a second set of users, the first set of users being distinguishable from the 
second set of users; and 

wherein an [[the]] unencrypted portion of that digital content is substantially closed in a direction 
under that partial ordering, whereby it is possible to navigate the encrypted portion of that digital 
content without having to decrypt it. 

49. (Currently Amended) A computer-readable storage medium as in claim 48, fiirther 
comprising: 

encrypting substantially all of that digital content using an encryption approach a s e cond 
set of instructions to e ncrypt, thos e s e cond s e t of instructions to e ncrypt b e ing relatively less 
secure than said encrypting said thos e instructions to e ncrjrpt a portion of that digital content. 

50. (Currently Amended) A computer-readable storage medium as in claim 48, further 

comprising: 

encrj^ting only packet payloads when the digital content format is one of the group: an 
MPEG encoding, a variant of an MPEG encoding. 
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Allowable Subject Matter 

2. Claims 1-2, 6-15, 26-30, 33-40, and 42-50 are allowed. Tine following is an 
examiner's statement of reasons for allowance: In interpreting the claims, in light of the 
Examiner and the applicant's amendments, the Examiner finds the claimed invention to 
be patentably distinct from the prior art of record. 

3. Johnson et al (Eurppean paten app. EP 0792041 A2) is concerned encrypting a 
portion of that digital content, less than the entire digital content, the portion of the digital 
content that is encrypted being required for presentation of the media stream. 

4. Alve et al (US patent 6959090) is concerned disclosing that not encrypting a 
portion of that digital content, less than the entire digital content, the portion of the digital 
content that is not encrypted being necessary for conducting navigation operations on. 

5. However the totality of each element and/or step in claims 1 -2, 6-1 5, 26-30, 33- 
40, and 42-50 are not alluded to in the combined art of Johnson and Alve. Their 
teachings either individually or in combination failed to teach or suggest the method 
recited in claim 1 . More specifically, the combination of Johnson and Alve does not 
teach or suggest "generating encrypting at least some audio or video data using a 
block-substitution cipher: not enervating at least some audio or video data using that 
block-substitution cipher " as recited in claim 1 . Similarly, the combination of Johnson 
and Alve does not teach or suggest " identifving a first set of data and a second set of 
data in the digital content: and encrvpting the first set of data and the second set of 
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data, such that the first set of data can be made available to a first set of users and the 
second set of data can be made available to a second set of users, the first set of users 
being distinguishable from the second set of users " as recited in claim 1 . Accordingly, 
claim 1 , is allowable over the combination of Johnson and Alve. So, Claims are 
allowable by virtue of their dependency upon the independent claims and also due to 
additional limitations recited in these claims. Therefore, for the foregoing reasons, 
examiner withdraws of the rejection of claims 1-2, 6-15, 26-30, 33-40, and 42-50 under 
35 use §1 03(a) as being obvious over Jonnson in view of Alve. 

7. However, the prior art of record fails to teach or suggest some of the steps of the 
present claim invention. Examiner performed an updated search and unable to find any 
prior art to disclose all the steps mentioned in the independent claims. 

8. Any comments considered necessary by applicant must be submitted no later 
than the payment of the issue fee and, to avoid processing delays, should preferably 
accompany the issue fee. Such submissions should be clearly labeled "Comments on 
Statement of Reasons for Allowance." 

Conclusion 

9. Claims 1-2, 6-15, 26-30, 33-40, and 42-50 are patentable. 

1 0. Claims 3-5, 1 6-25, 31 -32, and 41 are cancelled. 

1 1 . Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Mohammad w. Reza whose telephone number is 571- 
272-6590. The examiner can normally be reached on M-F (9:00-5:00). 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, MOAZZAMI NASSER G can be reached on (571)272-4195. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). 

/Nasser G Moazzami/ /Mohammad W Reza/ 

Supervisory Patent Examiner, Art Unit 2436 Examiner, Art Unit 2436 



